The Ownable series



Use case

e We have kernel objects that Rust should own uniquely,
* but which C allocates and frees, so kBox<T> does not fit,

¢ and which are not reference counted, or must not be shared at times, so ARef<T> does not fit.
owned<T> is a unique handle that calls T::release() on drop:a KBox<T> where T decides how it is freed.

* T::release() end the ownership, but does not have to free the object.

* Consider object caches: T::release() recycles rather than frees.



Background: ARef<T>

ARef<T> is an owned reference count on an object with an abstracted reference count.

Like Arc<T>, butimplementer decide where the count lives
o usually inside the object (intrusive),

o and alloc/free is out of scope (behind FFI boundary).

e T: AlwaysRefCounted Supplies inc_ref(&self) and unsafe dec_ref(NonNull<Self>) .

Clone inc_ref() , Drop dec_ref() .

&T ARef<T> upgrade: a &T proves the object is alive, so just bump the count.

Shared access only, never &mut T.



Transition Owned ARef

e OwnableRefCounted converts Owned ARef for types that can be both, like
UniqueArc Arc .

e Not possible for kBox and Arc due to memory layout difference, hence uniqueArc .

e Memory layout not a problem for owned &3 ARef (memory layout out of scope).



Transition Owned ARef

e into_shared(this: Owned<T>) -> ARef<T> :always succeeds, the unique handle
becomes the first shared one.

try_from_shared(this: ARef<T>) -> Result<Owned<T>, ARef<T>>:may fail and hand
back the ARef .

e Sugar: From<Owned<T>> for ARef<T> and TryFrom<ARef<T>> for Owned<T> .

Upgrading/downgrading is implementation detail:
o block:mq::Request uses unconventional reference counts to implement state
tracking.



Shared reference upgrade

e Owned iS unique.
e Owned implements Deref , some times also DerefMut (for T: Unpin).
e Allowing &t ARef<T> upgrade would be unsound under existence of owned<T> .

e Some users of Into<ARef<T>> for &T feel very strongly about keeping it i

But these users could change API to take ARef<T> instead of &T ?

e Compromise: AlwaysRefCounted is splitinto RefCounted and AlwaysRefCounted .
o RefCounted provides ARef<T>

o AlwaysRefCounted: RefCounted provides &T ARef<T> upgrade
= unsafe trait, do notimplement with ownableRefCounted .



Block layer: struct request

e Request descriptors are allocated and initialized during device setup.

e Number of request structures == max outstanding IO requests.

To issue IO, C block layer allocates a free request structure and passes it to driver.

Driver issues and completes commands with device, handing back request when done.

Request states:
o Owned by block layer (no touch from driver).

o Uniquely owned by driver.
o Shared owned by driver.

o Parked owned by driver.



Block layer: struct request

e queue_rq(rq: Owned<IdleRequest<T>>) :the driver owns the request exclusively.
e Ending request requires ownership: owned<Request>::end_ok(self) consumes the
reference.

e Drivers need to do DMA mapping of request data kd Must keep request alive for the
duration ofthe mapping.
o Transition to ARef<Request> for the duration of the mapping.

o Fallible transition back when mapping torn down.

e Ownable::release() need notfree: Request::release() hands the request back to the
block layer for reuse (object cache).



struct request state transitions

BIock Iayer
‘refcount 0

queue_rq() ;requeue() ~.end ok() /end()

0wned<Id1eRequest> start() 0wned<Request>
refcount 0 ) refcount 0

%p Owned (release())

‘Parked
\refcount 1)

tag_to_rq() /drop last ARef
Holders of an ARef: , .

.the driver ‘/ARef<Request>Dclone()
.DmaMapIter until unmap refcount 2 2
.timer handle (rnull) )

try from shared()

into_shared() only if refcount == 2

refcount 0: block layer owns it, or the driver holds it
uniquely.

refcount 1: parked. Rust owns it, nobody references
it, tag_to_rq() can fetchit.

refcount = 2: shared. Number of ArRef s + 1.

rnvme , rufs : DmaMapIter holds an ArRef for the
lifetime of the DMA mapping. try_from_shared()
succeeds only once the mapping is dropped.



Other potential users

Asahi Lina: IOMMU page tables for the Apple GPU driver, the original motivation.

Alice Ryhl: Rust Binder pages. Ended up as ARef<Page> inv21, since vm_insert_page() shares the page.

Alice Ryhl: DRM GPUVM's uniqueRefGpuvm
o if one owned may coexist with ArRef s ( ListArc style)->out of scope, owned is unique.

Others?
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https://lore.kernel.org/all/20250202-rust-page-v1-0-e3170d7fe55e@asahilina.net/
https://lore.kernel.org/all/CAH5fLgjtwcd6heHST2DCrmKWRp4w6KAEOHEoSm7t02J58LSQSA@mail.gmail.com/
https://lore.kernel.org/all/CAH5fLgjYmvp1Ph3dYXnTKkAvWgNpgCAPeq_7PZhRai6pCNmVmw@mail.gmail.com/

History

Asahi Lina - 2025

&
Ownable | .
Feb 2

rebased onto
Ownable/Owned

Oliver Mangold 2025

& &
URef v10 vil vi2
Feb 21 Feb 28 Mar3 Mar5 Mar7 Mar 10 Mar 10 Mar 13 Mar 25 May 2 Jun 18 Oct1

H

v1l3
Nov 17

Andreas Hindborg - 2026
& & & &
[ vl4 H v15 H v16 H v17 H v18 H v19 { v20 H v2l
Feb4 Feb 20 Feb 24 Jun4 Jun 25 Jun 26 Aug 24 Sep 10

May 26: "v17 is in preparation for Kangrejos, and we believe the series is approaching a final shape."

11


https://lore.kernel.org/all/20250202-rust-page-v1-1-e3170d7fe55e@asahilina.net/
https://lore.kernel.org/all/SpXhwnZO__ST8sHQ3HQ3ygThOcnmn0x2JlJ_nwJglL87vw5XfQA8sDH6HdkrGgFVycLhPBlCc6-UtEImTvY26A==@protonmail.internalid/
https://lore.kernel.org/all/EiaQ-C0o3GMQQpw3jCnXUnNgph2WIJ5-Cm8P5N9OysIlDKYrjHNun5Ol4Q1FfVGw64k6TGCfUVBJK5r0_2eypg==@protonmail.internalid/
https://lore.kernel.org/all/Z8Wuud2UQX6Yukyr@mango/
https://lore.kernel.org/all/20250305-unique-ref-v4-1-a8fdef7b1c2c@pm.me/
https://lore.kernel.org/all/20250307-unique-ref-v5-0-bffeb633277e@pm.me/
https://lore.kernel.org/r/20250310-unique-ref-v6-0-1ff53558617e@pm.me
https://lore.kernel.org/r/20250310-unique-ref-v7-0-4caddb78aa05@pm.me
https://lore.kernel.org/r/20250313-unique-ref-v8-0-3082ffc67a31@pm.me
https://lore.kernel.org/r/20250325-unique-ref-v9-0-e91618c1de26@pm.me
https://lore.kernel.org/r/20250502-unique-ref-v10-0-25de64c0307f@pm.me
https://lore.kernel.org/r/20250618-unique-ref-v11-0-49eadcdc0aa6@pm.me
https://lore.kernel.org/r/20251001-unique-ref-v12-0-fa5c31f0c0c4@pm.me
https://lore.kernel.org/r/20251117-unique-ref-v13-0-b5b243df1250@pm.me
https://msgid.link/20260204-unique-ref-v14-0-17cb29ebacbb@kernel.org
https://msgid.link/20260220-unique-ref-v15-0-893ed86b06cc@kernel.org
https://lore.kernel.org/all/20260224-unique-ref-v16-0-c21afcb118d3@kernel.org/
https://msgid.link/20260604-unique-ref-v17-0-7b4c3d2930b9@kernel.org
https://lore.kernel.org/all/20260625-unique-ref-v18-0-4e06b5896d47@kernel.org/
https://lore.kernel.org/all/20260626-unique-ref-v19-0-2607ca88dfdf@kernel.org/
https://lore.kernel.org/all/20260824-unique-ref-v20-0-490735672187@kernel.org/
https://lore.kernel.org/all/20260910-unique-ref-v21-0-e83257373062@kernel.org/

Key design changes

When Change
v1 Lina - Feb 2 2025 ownable / owned for Page in IOMMU page tables. ownableMut marker gates DerefMut .
vl Mangold - Feb 21 2025  URef / UniqueRefCounted : a unique ARef , as UniqueArc isto Arc . For block-mq Request::end_ok() .
v3 - Mar 3 2025 Unsound &T -> UniqueRef<T> conversion removed (Benoit).

Series merge: UniqueRef dropped for owned ; OwnableRefCounted converts ARef <-> Owned .

v5 - Mar 7 2025 AlwaysRefCounted splitinto RefCounted + marker trait, as &T -> ARef<T> is unsound for ownable types
(Alice).

v11 - Jun 18 2025 SimpleOwnableRefCounted blanket impl dropped (Alice).

v12 - Oct 1 2025 ownableMut dropped; DerefMut requires Unpin, else as_pin_mut() . Code movesto kernel::owned .

v14 - Feb 4 2026 Andreas takes over. Page converted to Ownable ; ForeignOwnable for Owned .

Page back to AlwaysRefCounted ( ARef<Page> ). ExclusivePage isthe oOwned user, without Deref<Target =

21 - Sep 10 2026
Y = Page> to keep aliasing sound (Alice).



Owned<Page> + ARef<Page>

e Page would be ownable, !'AlwaysRefCounted .
e Binder currently pass &Page to vm_insert_page() .

e vm_insert_page() inserts page to user space address space, taking reference count.
o E3 illegal under existence of owned<Page> .
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Owned<Page> + ARef<Page>

e Withv21 Page: AlwaysRefCounted patch, binder keeps ARef<Page> instead of Page .

e What if we make page: RefCounted + Ownable ?
o Change vm_insert_page() totake ARef<Page> instead of &Page ?

o Make owned<Page> provide mutable access to page contents, eliminating

ExclusivePage .

By type invariant owned<Page> cannot exist in any DMA mapping or VMA kd data access is sound.
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Final remarks

e As of v21 RefCounted provides two way transition ownable ARef .
o Should we split this trait to seletively enable transition?

e Any other objections or questions we should discuss?

e Please review . ,
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